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Weighted NetKAT

packet

dst sw pt ...

H2 S1 3 ...

“Do all paths from H1 to H2

take ≤ 5ms and succeed with probability ≥ 90%?”
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dst sw pt ...

H2 S1 3 ...

in ; (policy ; link ;dup)∗ ;out

policy ≜ ifdst= H2 ∧ sw= 1 then98%⊙ (pt← 3⊕ pt← 4)else . . .
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Weighted NetKAT

packet

dst sw pt ...

H2 S1 3 ...

in ; (policy ; link ;dup)∗ ;out

link ≜ ifsw= 1∧ pt= 3 then5ms⊙ (sw← S3 ;pt← 1)else . . .
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Classic NetKAT: Syntax and Semantics

Packets π : { f1, . . . , fm} →N

Histories h = πn::πn−1:: . . . ::π1

t,u ::= true | f = n | t ∧ u | ¬t

p,q ::=

t

| f ← n

| dup

| p ;q

| p⊕ q

| p∗

⟦p⟧ : Pkts→ (Hists→ {0,1})
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⟦p⟧ : Pkts→ (Hists→ S)

⟦(3⊙ f ← 1)⊕ (5⊙ f ← 2)⟧(π)
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
3 if h = π[ f 7→ 1]

5 if h = π[ f 7→ 2]

0 o.w.
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Computability & Decidability Results

Let S = (S,⊕,⊙, 0, 1) be a computable semiring.

Theorem

⟦p⟧ is a computable function.

Idea: Construct Weighted NetKAT Automaton Ap with semantics (simplified)

⟦Ap⟧ : Hists→ S︸                  ︷︷                  ︸
regular (rational) weighted language of histories

such that

∀π : ∀h : ⟦p⟧(π)(h)
morally
= ⟦Ap⟧(π::h) .

Correctness formalized in Lean.
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Computability & Decidability Results

Let S = (S,⊕,⊙, 0, 1) be a computable semiring.

Theorem (Quantitative Safety)

Let s ∈ S. If ⊕ is idempotent, then

∀π : ∀h : ⟦p⟧(π)(h) ≤ s

is decidable. If S is totally ordered, then counterexample packet-history pairs are computable.

Worst-case latencies, failure probabilities, hub-tracking . . .
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Computability & Decidability Results

Let S = (S,⊕,⊙, 0, 1) be a computable semiring.

Theorem (Quantitative Reachability)

Let s ∈ S. If 1 is the greatest element of s, then

∃π : ∃h : ⟦p⟧(π)(h) ≥ s

is decidable and witnessing packet-history pairs are computable.

Best-case latencies, bottlenecks, reliability probabilities,...
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Conclusion

Weighted NetKAT

1. A unifying framework for quantitative network verification

2. Semiring-general denotational semantics, computability & decidability results

Thank you!
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