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piecewise specification

type tree = Node tree elt tree
| Empty

let removeRoot (t: tree): tree

= match t with
| Node 1 _ r — mergeTree 1 r
| Empty — fail
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piecewise specification

type tree = Node tree elt tree
| Empty

let removeRoot (t: tree): tree
requires t # Empty
ensures match t with
| Node 1 _ r —> Ve.e€result & e€lVveer
| Empty — false
= match t with
| Node 1 _ r — mergeTree 1 r
| Empty — fail
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piecewise specification

type tree = Node tree elt tree
| Empty

removeRoot (Node 1 _ r)
ensures Ve.e €result &> e€lVeer

= mergeTree 1 r

removeRoot Empty = fail
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key ideas

1. Mix specification with the code

* in-code assertions assume the role of preconditions and postconditions

e traditional contracts in the surface language are automatically translated
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key ideas

1. Mix specification with the code

* in-code assertions assume the role of preconditions and postconditions

e traditional contracts in the surface language are automatically translated

2. Explicit abstraction barriers separate interface from implementation

e instructions and assertions above the barrier are verified on every call
e everything below the barrier is verified once on the definition site

e surface syntax: attaching a contract to a code block introduces a barrier
let wrapExit (r:int) let wrapExit (r:int)

requires @ <r < 256 = assert 0 <r < 256;
= Unix.exit r hide Unix.exit r
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key ideas

1. Mix specification with the code

* in-code assertions assume the role of preconditions and postconditions

e traditional contracts in the surface language are automatically translated

2. Explicit abstraction barriers separate interface from implementation

e instructions and assertions above the barrier are verified on every call
e everything below the barrier is verified once on the definition site

e surface syntax: attaching a contract to a code block introduces a barrier

Oncall: Ar.0 <r <256 let wrapExit (r:int)
= assert 0 <r < 256;
Ondef: Vr.0<r <256 — hide Unix.exit r

Pre(Unix.exit) r
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key ideas

1. Mix specification with the code

* in-code assertions assume the role of preconditions and postconditions

e traditional contracts in the surface language are automatically translated

2. Explicit abstraction barriers separate interface from implementation

e instructions and assertions above the barrier are verified on every call
e everything below the barrier is verified once on the definition site

e surface syntax: attaching a contract to a code block introduces a barrier

let triple (x:int): int let triple (x:int) (ret:int-.1)
ensures result = 3-x = let out y = assert y =3:-x;
=X + X+ X hide ret y
in hide out (x + x + x)
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key ideas

1. Mix specification with the code

* in-code assertions assume the role of preconditions and postconditions

e traditional contracts in the surface language are automatically translated

2. Explicit abstraction barriers separate interface from implementation

e instructions and assertions above the barrier are verified on every call
e everything below the barrier is verified once on the definition site

e surface syntax: attaching a contract to a code block introduces a barrier

Oncall: Vy.y=3-x— let triple (x:int) (ret:int-_1)
Pre(ret) y = let out y = assert y =3-x;
hide ret y

Ondef: Vx.x+x+x =3-x in hide out (x + x + x)
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the code is the contract

let removeRoot (t: tree) (ret: tree- L) = match t with
| Node 1 _ r —
let out s = assert Ve.e€s < eclVeer;
hide ret s
in hide out (mergeTree 1 r)
| Empty — fail
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the code is the contract

let removeRoot (t: tree) (ret: tree- L) = match t with
| Node 1 _ r —
let out s = assert Ve.e€s < eclVeer;
hide ret s
in hide out (mergeTree 1 r)
| Empty — fail

Oncall: match t with for given t and ret
| Node 1 _r —
Vs.(Ve.ees < e€elVeer) > Pre(ret) s
| Empty — L

12/42



the code is the contract

let removeRoot (t: tree) (ret: tree- L) = match t with
| Node 1 _ r —
let out s = assert Ve.e€s < eclVeer;
hide ret s
in hide out (mergeTree 1 r)
| Empty — fail

Oncall: match t with for given t and ret
| Node 1 _r —

Vs.(Ve.ees < e€elVeer) > Pre(ret) s
| Empty — L

Ondef: match t with for all possible t
| Node 1 _r —
Ve.e e mergeTree 1l r— ec€lVeer
| Empty — T
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ComA

X, Y,z variable
s, t x| 0... | s+t... data term
data
code
h,g,f handler symbol
k,o h | xg-d (un)named handler
e, d ksSo handler invocation

e where h x g =d

handler definition

CoMA code is written in multibarrel continuation-passing style

¢ handlers return control by calling their handler parameters

¢ can express conditionals, loops, function calls, exceptions
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ComA

X, Y,z variable
s,t == x| 0...|s+t... data term
e = s>t | oAY ... property
data
code
h,g,f handler symbol
ko == h | xg-d (un)named handler
e, d = kSo handler invocation

e where h x g =d
assert ¢ ; e

hide e

handler definition
blocking assertion

abstraction barrier
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VC(Coma)

11>

C(h)
C(xg-~d)
C(kso) =

1>

1>

C(e where hx g =d)

>

C(assert ¢ ; e)

1>

C(hide e)
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VC(Coma)
C(h) = h

VC generation maps continuations to propositions:

¢ handler symbols become predicate variables
C(floor : real » (int=+1)~+1) =

floor : real -+ (int = Prop) -+ Prop
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VC(Coma)
C(h) = h

VC generation maps continuations to propositions:

¢ handler symbols become predicate variables
C(floor : real » (int=+1)~+1) =

floor : real -+ (int = Prop) -+ Prop

e predicate variables carry the specification of handlers

C(if) = if £ Acfg.(c > ) A(—c—> g)
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VC(Coma)

lis
>

C(h)
C(xg-~d)

1>

A%§.C(d)

VC generation maps continuations to propositions:

¢ handler symbols become predicate variables
C(floor : real » (int=+1)~+1) =

floor : real -+ (int = Prop) -+ Prop

e predicate variables carry the specification of handlers

C(if) = if £ Acfg.(c > ) A(—c—> g)
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VC(Coma)

11>

C(h)
C(xg-~d)

h

1>

A%§.C(d)
C(kso) = C(k) § C(07) --- C(op)

VC generation maps continuations to propositions:
¢ handler symbols become predicate variables
C(floor : real »+ (int=+1)~+1) =
floor : real -+ (int = Prop) -+ Prop
e predicate variables carry the specification of handlers

C(if) = if £ Acfg.(c > ) A(—c—> g)
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VC(Coma)

11>

C(h)
C(XG-d) £ A%G.C(d)

h

C(k506) = C(k) § C(07) -+ C(op)
C(ewherehxg=d) 2 let hxg=A(d) in C(e) AVX3.8B(d)

VC generation maps continuations to propositions:
¢ handler symbols become predicate variables
C(floor : real »+ (int=+1)~+1) =
floor : real -+ (int = Prop) -+ Prop
e predicate variables carry the specification of handlers

C(if) = if £ Acfg.(c > ) A(—c—> g)
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11>

C(h)
C(xg-~d)
C(kso) =

1>

1>

C(e where hx g =d)

>

C(assert ¢ ; e)

, VC(Coma)

1x3.C(d)
C(k) § C(o1) -+ C(on)
let hx g = A(d) in C(e) A VX3.B(d)

¢ & C(e) neutralizable conjunction
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VC(Coma)

11>

C(h)
C(xg-~d)

h

1>

A%§.C(d)
C(kso) = C(k) § C(07) --- C(op)

1>

C(ewherehxg=d) 2 let hxg=A(d) in C(e) AVX3.8B(d)

>

C(assert @, e) Q& C(e) neutralizable conjunction

C(e) only relevant for A and B

II>

C(hide e)
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VC(Coma)

11>

C(h)
C(xg-~d)
C(kso) = C(k) § C(07) --- C(op)

h

1>

A%§.C(d)

1>

C(ewherehxg=d) 2 let hxg=A(d) in C(e) AVX3.8B(d)

C(assert @, e) = Q& C(e) neutralizable conjunction
C(hide e) = C(e) only relevant for A and B
halt £ T
fail £ 1L & T =C(assert L; halt)

>

if £ Acfg.(c > f) A(-c—> g)

unTree = Atfg.(Vlvr.t =Nodelvr — flvr)A
(t = Empty — g)
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VC(Coma)

verify above barrier

verify below barrier
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VC(Coma)

A(hidee) = T

verify above barrier

verify below barrier

B(hide e) = C(e)
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VC(Coma)

A(assert ¢ ;e) = ¢ & A(e)
A(hidee) = T
verify above barrier
verify below barrier
B(assert p;e) = ¢ — B(e)
B(hide e) = C(e)
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VC(Coma)

II>

A(e where hx§=d) = let hx g =A(d) in A(e) AVx3.B(d)
¢ & A(e)

A(hidee) = T

A(assert ¢ ;e)

verify above barrier

verify below barrier

II>

B(ewhere hxg=d) 2 let hx§=A(d) in B(e)
¢ — Ble)

C(e)

B(assert ¢ ; e)
B(hide e)

>
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VC(Coma)

1>

Aks0) 2 Ak) § A(oy) --- A(on)
A(e where hx§=d) = let hx g =A(d) in A(e) AVx3.B(d)
A(assert ¢ ;e) = ¢ & A(e)
A(hide e)

II>

>

T

verify above barrier

verify below barrier

1>

B(k 50)
B(e where hx § =d)

B(k) 5§ B(o1) -+ B(on)
let hx g =A(d) in B(e)
¢ — Ble)

C(e)

II>

B(assert ¢ ; e)
B(hide €)

>
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VC(Coma)

Ah) = h
Aks0) 2 Ak) § A(oy) --- A(on)
A(e where hx§=d) = let hx g =A(d) in A(e) AVx3.B(d)
A(assert ¢ ;e) = ¢ & A(e)
A(hidee) = T
verify above barrier
verify below barrier
B(h) = hh under b, every & turns into —
B(k35) 2 BK) 5 B(or) --- Bloy)

II>

B(e where hx § =d)

B(assert ¢ ; e)
B(hide e)

>

let hx g =A(d) in B(e)
¢ — Ble)
C(e)
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A(h) =
A(xg-d)

1>

, VC(Coma)

(Axg.A(d)) A B(rxg.B(d))

AKSE) 2 AK) § Aloy) --- A(op)
A(e where hx§=d) = let hx g =A(d) in A(e) AVx3.B(d)
A(assert ¢ ;e) = ¢ & A(e)
A(hidee) = T
verify above barrier
verify below barrier
B(h) = hh under b, every & turns into —
B(xg-d) £ (Ax3.B(d)) A g(Axg.A(d))
B(k35) 2 BK) 5 B(oy) -~ Blop)

II>

B(e where hx § =d)

B(assert ¢ ; e)
B(hide €)

>

let hx g =A(d) in B(e)
¢ — Ble)
C(e)
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VC(Coma)

Fully applied VCs reduce to first-order formulas:
o YVh® £ lethxf=18& A\;VZ§.fzg in ®
e B-reduction eliminates bound predicate variables

* non-neutralized conjunctions ® & ¥ become ® A ¥
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VC(Coma)

Fully applied VCs reduce to first-order formulas:
o YVh® £ lethxf=18& A\;VZ§.fzg in ®
e B-reduction eliminates bound predicate variables
* non-neutralized conjunctions ® & ¥ become ® A ¥

¢ on-the-fly factorization of selected predicate applications:
- no factorized subgoals = traditional weakest preconditions

— factorize all eligible subgoals ~ compact VCs a la Flanagan-Saxe

Curious logical properties:

§® = T when @ :Prop
OY = O(FY) A (HD)Y
Y(PAY) = YO AYY when & = ¥
C(e) = A(e) A B(e) and more...
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takeaways

. CoMA decouples the abstraction barrier from the entry-exit boundary

— code above the barrier becomes part of the function’s specification

— functions without barriers are seamlessly inlined in the caller’s VC

. Minimalistic IVL: A + recursive definitions + multibarrel CPS

- nicely captures a variety of control structures (loops, exceptions, etc.)
— [ for Invisible: efficiently transpiled from human-written source code
— small verification kernel producing natural first-order VCs

— non-trivial case studies: regexp engine, ASM sort routine

. Working implementation in WHY3

- first-class alias-free mutable variables with effect inference
- contract extraction: autogenerated Pre and Post predicates

— used as the backend for CREUSOT: RusT = CoMA = WHY3
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contract extraction

. where h x g = assert P x; hide ... ComA

where out z =assert Qxz; hide g z

let hxg

(Px&T)A(Vz.Qxz—>g2z)in... VC
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contract extraction

. where h x g = assert P x; hide ... ComA

where out z =assert Qxz; hide g z
lethxg = (Px&T)A(Vz.Qxz—>gz)in... VC

hh

Mg.(Px—>T)A(Vz.Qxz—> g 2) EVC

Mg Vz.Qxz—>gz
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contract extraction

. where h x g = assert P x; hide ... ComA

where out z =assert Qxz; hide g z

lethxg = (Px&T)A(Vz.Qxz—>gz)in... VC

bh = Axg. (Px > T)A(Vz.Qxz—> g 2) EVC

Mg Vz.Qxz—>gz

Pre(h) = Ax.h x (Az.T) = Ax.Px
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contract extraction

. where h x g = assert P x; hide ... ComA

where out z =assert Qxz; hide g z

lethxg = (Px&T)A(Vz.Qxz—>gz)in... VC

bh = Axg. (Px > T)A(Vz.Qxz—> g 2) EVC

Mg Vz.Qxz—>gz

Pre(h) = Ax.h x (Az.T) = Ax.Px
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contract extraction

. where h x g = assert P x; hide ... ComA

where out z =assert Qxz; hide g z

lethxg = (Px&T)A(Vz.Qxz—>gz)in... VC

bh = Axg. (Px > T)A(Vz.Qxz—> g 2) EVC

Mg Vz.Qxz—>gz

Pre(h) = Ax.h x (Az.T) = Ax.Px

Post(h) = Axy. (hh) x (Au.u#y &T)

My Vz.Qxz—>z#Yy
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contract extraction

. where h x g = assert P x; hide ... ComA

where out z =assert Qxz; hide g z

lethxg = (Px&T)A(Vz.Qxz—>gz)in... VC

bh = Axg. (Px > T)A(Vz.Qxz—> g 2) EVC

Mg Vz.Qxz—>gz

Pre(h) = Ax.h x (Az.T) = Ax.Px

Post(h) = Axy. (hh) x (Au.u#y &T)

Ay VNz.z=y— -Qxz
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contract extraction

. where h x g = assert P x; hide ... ComA

where out z =assert Qxz; hide g z

lethxg = (Px&T)A(Vz.Qxz—>gz)in... VC

bh = Axg. (Px > T)A(Vz.Qxz—> g 2) EVC

Mg Vz.Qxz—>gz

Pre(h) = Ax.h x (Az.T) = Ax.Px

Post(h) = Axy. (hh) x (Au.u#y &T)

Axy.—mQxy
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