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Current  Work  at  JPL


• Scala	
  for	
  modeling	
  

• Run1me	
  verifica1on	
  with	
  BDDs	
  

• Event	
  stream	
  abstrac1on	
  



Scala  for  Modeling      
Using  Scala  for  development  of  
Hierarchical  State  Machines  
  

 With Rajeev Joshi 



VDM++	
  

Scala	
  



Modeling  @  JPL


SysML	
  



Languages:  
graphical,  formal,  programming


Graphical:	
  
-­‐  UML	
  
-­‐  SysML	
  
-­‐  …	
  

Formal	
  
-­‐  VDM	
  
-­‐  Z	
  
-­‐  PVS	
  
-­‐  Promela	
  
-­‐  …	
  

Programming	
  
-­‐  Python	
  
-­‐  Java,	
  
-­‐  Scala,	
  
-­‐  Ocaml	
  
-­‐  …	
  







K




Scala




Formal  VerificaFon  of  Scala  Programs


Peter	
  Muller	
  and	
  Alex	
  Summers	
  



MoFvaFon  for  focusing  on    
Hierarchical  State  Machines


•  HSMs	
  used	
  extensively	
  in	
  FSW	
  (on	
  MSL,	
  SMAP,	
  M2020,	
  FswCore)	
  

•  FSW	
  typically	
  has	
  many	
  HSMs	
  interac1ng	
  with	
  each	
  other	
  and	
  with	
  devices	
  

•  During	
  design,	
  hard	
  to	
  analyze	
  and	
  understand	
  complex	
  interac1ons	
  among	
  
HSMs,	
  and	
  how	
  behavior	
  is	
  affected	
  
-­‐	
  by	
  faults	
  
-­‐	
  by	
  devices	
  in	
  off-­‐nominal	
  fashion	
  (e.g.,	
  taking	
  longer	
  to	
  warm	
  up)	
  

•  We	
  need	
  a	
  way	
  to	
  perform	
  easy	
  design	
  and	
  analysis	
  of	
  HSMs:	
  
	
  	
  	
  	
  	
  	
  -­‐	
  easy	
  to	
  model	
  exis1ng	
  MSL/SMAP	
  designs	
  in	
  expressive	
  DSL	
  
	
  	
  	
  	
  	
  	
  -­‐	
  easy	
  to	
  write	
  scenario	
  test	
  cases	
  
	
  	
  	
  	
  	
  	
  -­‐	
  easy	
  to	
  write	
  proper1es	
  to	
  be	
  monitored	
  during	
  tests	
  
	
  	
  	
  	
  	
  	
  -­‐	
  eventually	
  verify	
  



Approach


•  Develop	
  domain-­‐specific	
  language	
  as	
  an	
  API	
  (internal	
  DSL)	
  in	
  the	
  high-­‐level	
  
strongly	
  typed	
  object-­‐oriented	
  and	
  func1onal	
  programming	
  language	
  Scala.	
  

•  This	
  allows	
  fast	
  and	
  safe	
  prototyping	
  of	
  new	
  func1onality.	
  

•  Design	
  and	
  implement	
  DSL	
  for	
  Hierarchical	
  State	
  Machines	
  (HSMs)	
  in	
  Scala.	
  

•  Design	
  and	
  implement	
  DSL	
  for	
  monitoring	
  and	
  tes1ng	
  in	
  Scala.	
  

•  Develop	
  automated	
  tes1ng	
  framework.	
  

•  Develop	
  formal	
  verifica1on	
  technology	
  for	
  Scala.	
  



Case  Study:  CBM  (Coordinated  CommunicaFons  
Behaviors),  used  on  MSL/M2020/Europa  Clipper


•  CBM	
  HSM	
  inherited	
  from	
  MSL	
  has	
  ~50	
  states.	
  

•  Interacts	
  with	
  many	
  devices	
  and	
  low-­‐level	
  subsystems	
  in	
  order	
  to	
  establish	
  
spacecra`	
  state	
  for	
  telecom	
  configura1on	
  and	
  for	
  communica1on	
  windows.	
  

•  Complex	
  interac1ons	
  have	
  led	
  to	
  surprises	
  during	
  MSL	
  
•  Sol	
  696-­‐698	
  anomaly	
  resulted	
  in	
  3	
  days	
  of	
  lost	
  science	
  due	
  	
  to	
  frequency	
  

sweep	
  not	
  happening	
  on	
  1me	
  due	
  to	
  	
  prolonged	
  moun1ng	
  of	
  file	
  system.	
  

•  Ideally,	
  these	
  should	
  have	
  been	
  discovered	
  during	
  V&V	
  
-­‐	
  but	
  hard	
  to	
  enumerate	
  all	
  interac1ons	
  using	
  tradi1onal	
  tes1ng.	
  

•  Our	
  approach	
  should	
  allow	
  automa1c	
  test-­‐case	
  genera1on	
  from	
  high-­‐level	
  HSM	
  
and	
  scenario	
  descrip1ons;	
  during	
  each	
  test	
  case	
  run,	
  a	
  set	
  of	
  monitored	
  
proper1es	
  are	
  checked	
  automa1cally.	
  



A Hierarchical State Machine







Plans  for  Test  Case  GeneraFon


1	
  
2	
  

3	
  



HSMs  in  Scala




HSMs  in  Scala




HSMs  in  Scala




HSMs  in  Scala




HSMs  in  Scala




Monitors  in  Scala




Publications
 
[1] Modeling and Monitoring of Hierarchical State Machines in Scala 
K. Havelund and R. Joshi. Submitted March 2017. 
 
[2] Modeling Rover Communication using Hierarchical State Machines in Scala 
K. Havelund and R. Joshi. Submitting May 5, 2017. 
 



QTL      
QuanFfied  temporal  logic  for  
monitoring  using  BDDs


With Doron Peled (Bar Ilan University, Israel) 



The  Problem


logged	
  in	
  =	
  {John,	
  Sandra}	
  

login(“John”)	
   login(“Sandra”)	
  

now

Property:	
  
	
  
Whenever	
  a	
  user	
  accesses	
  a	
  file:	
  
•  the	
  user	
  must	
  have	
  logged	
  in	
  	
  
•  the	
  file	
  must	
  have	
  been	
  opened	
  

open(“tel”)	
  

files	
  open	
  =	
  {tel}	
  



The  Logic


Derived	
  Constructs	
   Example	
  



First  SemanFcs




Second  SemanFcs




Mapping  data  to  BDDs




Algorithm




The  ImplementaFon    
Binary  Decision  Diagrams


logged	
  in	
  =	
  {John,	
  Sandra}	
  

login(“John”)	
   login(“Sandra”)	
  

now

b1	
  

b2	
   b2	
  

0	
   1	
  

0	
   1	
   0	
   1	
  

1	
   0	
   0	
   1	
  

Boolean	
  expression	
  	
  
as	
  BDD:	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  b1b2	
  
John	
  	
  	
  	
  	
  è	
  	
  00	
  
Ann	
  	
  	
  	
  	
  	
  è	
  	
  	
  01	
  
Mike	
  	
  	
  	
  	
  è	
  	
  10	
  
Sandra	
  è	
  	
  11	
  

(b1	
  =	
  0	
  ∧	
 b2	
  =	
  0)	
  	
  	
  
	
  	
  	
  	
  	
  ∨	
  
(b1	
  =	
  1	
  ∧	
 b2	
  =	
  1)	
  	
  

Users	
  as	
  bit	
  	
  
panerns	
  

The	
  set	
  	
  
{John,	
  Sandra}	
  
as	
  a	
  Boolean	
  
expression:	
  



The  Structure  of  a  Property


prop secure :  
  forall (user) forall (file)  
    access(user,file) ->  
     [login(user),logout(user))  
       &  
     [open(file),close(file))



Example  ApplicaFon


login,John  
open,tel  
access,John,tel  
close,tel  
access,John,tel  
logout,John

prop secure :  
  forall (user) forall (file)  
    access(user,file) ->  
     [login(user),logout(user))  
       &  
     [open(file),close(file))

*** Property secure violated on event number 5:
    access(John,tel)





EvaluaFon  of  Trace






EvaluaFon  ProperFes  in  QTL




EvaluaFon  ProperFes  in  MonPoly




EvaluaFon  Results




Nfer  
A  tool  for  event  stream  
abstracFon


With Rajeev Joshi and Sean Kauffman (U. of Waterloo, Canada) 



EVR(BOOT_S,42,3)



Current Situation



Nfer ���
A Tool for Event Abstraction

Abstract	
  using	
  DSL	
  

visualize & verify



Grammar for DSL



Event Abstraction with nfer



Based on Allen Logic



Specification in new DSL

BOOT :- BOOT_S before BOOT_E 
    map {count -> BOOT_S.count}

DBOOT :- b1:BOOT before b2:BOOT 
    where b2.begin - b1.end <= 300 
    map {count -> b2.count}
  
RISK :- DOWNLINK during DBOOT 
    map {count -> DBOOT.count}



module Booting {
  BOOT :- BOOT_S before BOOT_E 
    map {count -> BOOT_S.count}
}

module DoubleBooting {
  import Booting;

  DBOOT :- b1:BOOT before b2:BOOT 
    where b2.begin - b1.end <= 300 
    map {count -> b2.count}
}

module Risking {
  import DoubleBooting;

  RISK :- DOWNLINK during DBOOT 
    map {count -> DBOOT.count}
}

Using 
modules



nfer Scala DSL





BOOT :- BOOT_S before BOOT_E 
    where BOOT_E.begin - BOOT_S.end <= 5000 
    map {count -> BOOT_S.count}

DBOOT :- b1:BOOT before b2:BOOT 
    where b2.begin - b1.end <= 10000 
    map {count -> b1.count}

RISK :- DOWNLINK during DBOOT 
    map {count -> DBOOT.count}

Implementation of Rules as Trees





GUI for Entering Rules using a Log

Detailed	
  design	
  and	
  programming	
  by	
  Nathaniel	
  Guy	
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